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Give me a place to stand on, and | will move the Earth.

—Archimedes
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PAFERS Fitness Services (PFS)
The integrated products and services for fitness.
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Outline

e Part 1: COSCUP 2020

e Part 2: Cloud Native Taiwan User Group

e Firecracker

o Virtualization & Containerization
e Lambda & Fargate
e Firecracker & container[f]

e Firecracker & Open Source Projects (Weave Ignite)



Part 1: COSCUP 2020

e Blog

e Slides
e Youtube



https://www.ernestchiang.com/zh/posts/2020/playing-with-firecracker/
https://speakerdeck.com/dwchiang/playing-with-aws-firecracker-vmm-at-coscup-2020
https://www.youtube.com/watch?v=zBoEG8p1iX8

Part 2: Cloud Native Taiwan User
Group
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Firecracker
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Whatis
Firecraker

Firecracker is an open source
VMM that is purpose-built for
creating and managing secure,
multi-tenant container and
function-based services.
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Whatis
Firecraker

is an open source
that is PIIg LR IENAd fOr

creating and managing secure,
multi-tenant container and
function-based services.
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What problem is AWS helping to solve?

Lambda Worker Load

Customer A Function A.01
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What problem is AWS helping to solve?

Lambda Worker Load ‘ Firecracker

Customer {N} Function {N}.{X}

Customer C Function C.42

Customer B Function B.07

Customer A Function A.01
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What problem is AWS helping to solve?
:

el multiple environments

Bigelnlimultiple accounts}
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Security

=(V)!

Startup time

@@y

Utilization

Firecracker

Open source virtualization
technology (microVM)

Security & isolation [feli

traditional VMs

Speed & density [Keli

containers

Low resource overhead

Developed at Amazon
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Firecracker Facts

Started with a branch of crosvim

o Removed >50% of the code

96% fewer lines of code than QEMU
Simplified device model

o no BIOS, no PCI, etc

Apache 2.0 license
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https://github.com/dgreid/crosvm

Virtualization

&

Containerization
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1. Virtualization

Creating a version

S something

e CPU
e Memory
e Device/lO (Storage, NIC)

Hardware

Device/lO
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https://en.wikipedia.org/wiki/Virtualization

2. Hypervisor (1/3)
1N vervisor JG@ v irtual machine monstor Bvii RUSTEIEISIRN

computer software, firmware or hardware that creates and runs
virtual machines.
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https://en.wikipedia.org/wiki/Hypervisor

2. Hypervisor (2/3)

Guest OS VM VM
Hypervisor Hypervisor VMM
Hypervisor
(Wikipedia)
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https://en.wikipedia.org/wiki/Hypervisor

2. Hypervisor (3/3)

VM / Guest OS

Hypervisor / VMM

Hypervisor
(Wikipedia)
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https://en.wikipedia.org/wiki/Hypervisor

3. KVM

Kernel-based Virtual Machine (KVM) is

a virtualization module in the Linux kernel

that allows the kernel to function as a [ IS EOe -

25


https://en.wikipedia.org/wiki/Kernel-based_Virtual_Machine

4. Containerization (1/n)

e OS-level virtualization, also known as containerization, refers to an
OS feature in which the kernel allows the existence of multiple

isolated user-space instances§g

e Such instances, called [BI0TEaa]. partitions, virtual environments
(VEs) or (FreeBSD jail or chroot jail), may look like real
computers from the point of view of programs running in them.
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https://en.wikipedia.org/wiki/Virtualization#Containerization
https://en.wikipedia.org/wiki/OS-level_virtualization

4. Containerization

Container Container

Container Engine

Host OS

Hardware

Containerization
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https://en.wikipedia.org/wiki/Virtualization#Containerization

Host OS

Container Container

Contai

Container

ner Container

Engine Container Engine

VM

VM

Container Engine

Hypervisor

Hardware

Hypervisor

Host OS

Bare Metal

Host OS

Hardware

Hardware

Host OS

Container on
Bare Metal

VM on
Bare Metal

Hardware

Container on
VM

Common
Combinations




Back to Firecracker

A purpose-built open source VMM

29



Firecracker Security Models (1/2)

Untrusted Code

——J@—)L sandbox

Host Kernel

(a) Linux container model

—————————————————————

Untrusted Code

Guest Kernel

sandbox

KVM

Host Kernel

(b) KVM virtualization model
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https://assets.amazon.science/96/c6/302e527240a3b1f86c86c3e8fc3d/firecracker-lightweight-virtualization-for-serverless-applications.pdf

Firecracker Security Models (2/2)

VM

Untrusted Code

Guest Kernel
Untrusted Code l l
| |
J( * sandbox Firecracker
! sandbox
Host Kernel KVM Host Kernel
Linux KVM
container virtualization
model model
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https://assets.amazon.science/96/c6/302e527240a3b1f86c86c3e8fc3d/firecracker-lightweight-virtualization-for-serverless-applications.pdf

N

Firecracker
scales to thousands of
multitenant microVMs

Guest OS &
Container
workload

KVM

1/O

Configurable microVMs across CPU and memory,

running as user space processes

@ 2019, Amazon Web Services, Inc. or its Affiliates, All rights reserved. Amazon Confidential




Control plane Data plane
€ >
Firecracker Virtualization barrier Jailer barrier
scales to thousands of
- multitenant microVMs

O , " Guest OS & Container workload
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workload &«
Network Storage

e RESTful - - Metadata
API X , Service

' \
KVM I/0 : -3 | Rate limiting

~ Configurable microVMs across CPU and memory, ' 6 Firecracker
running as user space processes

© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved. Amazon Confidential
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Host-facing REST API

J/ Retumns general information about an instance,

Jactions Creates a synchronous action.
/boot-source Creates or updales the bool source.
fdrives/{drive_id} Creates orupdates a drive.

fdrives/{drive_id} Updates the properties of a drive.

| floggear |nitializes the logger by specifying two named pipes (Le. for the logs and metrics output).

/machine-config Gets the machine configuration of the VM.

/machine-config Updates the Machine Configuration of the VM.
Jmmds Creates a MMDS (Microwm Matadala Senvice) data store,

Jmmds Updates the MMDS data siore,

GET | /mmds Get the MMDS data store.

l /network-interfaces/{iface_id} Croales a network interface.
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Demo #1

Getting Started with Firecracker in 2 Minutes
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Getting started with Firecracker

Firecracker on AWS bare metal
-irecracker on other clouds with bare metal (e.g., Packet)

-irecracker on GCP nested-virt

~irecracker on Azure nested-virt

Firecracker on your dev machine (physical/nested-virt)

38



VM

Firecracker

VM: Ubuntu

Hypervisor: VirtualBox

Host OS: macOS

Hardware: Macbook Pro

Demo #1

Demo #1

Getting Started with
Firecracker in 2 Minutes:

on VirtualBox on

macOS on Macbook Pro

https://github.com/dwchiang/f
irecracker-
workshops/tree/master/01-
getting-started

39


https://github.com/dwchiang/firecracker-workshops/tree/master/01-getting-started

Let's Go!

Getting Started with Firecracker in 2 Minutes

40



Firecracker & AWS Lambda

41



Firecracker & AWS Lambda
&
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Lambda worker architecture

Your Code

Lambda
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Lambda worker isolation

Your Code

Lambda Runtime

Sandbox

Guest OS

Hypervisor

Host OS

Hardware

Lambda
Isolation

One function

One account

Many accounts
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Lambda isolation comparison

Your Code

Lambda Runtime

Your Code

Lambda Runtime

Sandbox Sandbox
Guest OS Guest OS
EC2INStanceS e = = = m = s ms c m mm mc c e m e e e Emm e m e e e EE e . --—-————- Firecracker
Hypervisor Hypervisor
Host OS Host OS
-------------------- EC2 Bare Metal
Hardware Hardware
Lambda Lambda
Isolation Isolation
using using
EC2 Firecracker
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Lambda isolation using Firecracker

Your Code

Lambda Runtime

Sandbox One account & one function

Guest OS

Hypervisor —

Host OS
Many accounts

Hardware

Lambda
Isolation



Workload

Workload

Workload

Workload

Workload

Workload

Workload

Uurkluad

Workload

Allocate Workloads:

Workload
m

Workload

Workload

Workload

Workload

Workload

Workload

Workload

Workload

Workload

Workload

Workload

Workload
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More efficient:

Workload Workload Workload Workload Workload Workload
Workload Workload Workload Workload Workload

Workload Workload Workload Workload Workload Workload
Workload ‘ Workload Workload Workload Workload




Firecracker

21

Security

=(V)!

Startup time

@@1

Utilization
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AWS Container Services landscape
Containers run on and/or

50



Management
Deployment, scheduling,
scaling & management of
containerized applications

Hosting
Where the containers run

Image Registry

Container image repository

Q

¢

Amazon Elastic Amazon Elastic

Cuntzainer Ser:rice K Container Service
for Kubernetes

Amazon EC2 C._%..D AWS Fargate

Amazon Elastic
Container Registry




Firecracker & AWS Fargate

52



Fargate configurations

CPU (vCPU) Memory Values (GB)

0.25 0.5,1,2

0.5 Min 1GB, max 4GB, in 1GB increments
1 Min 2GB, max 8GB, in 1GB increments
2 Min 4GB, max 16GB, in 1GB increments
4 Min 8GB, max 30GB, in 1GB increments
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Demo #2

Creating 4,000 microVMs in 90 Seconds

59



Demo #2

VM#T VM#2 | VM#4000 Creating 4,000 microVMs in
90 Seconds:
Hypervisor: Firecracker

on EC2 Bare

Host OS: Amazon Linux 2 Metal instance

Hardware: EC2 Bare Metal https://github.com/dwchiang/f
irecracker-
workshops/tree/master/02-

Demo #2 4000-microVMs

60


https://github.com/dwchiang/firecracker-workshops/tree/master/02-4000-microVMs
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vCPU ECU

Memory

Instance
Storage

8 x 1900 NVMe

Cost per
hour

i3.metal 64 208 | 512 GiB o $4.992

m5.metal | 96 345 | 384 GiB | EBS Only $4.608

m5d.metal | 96 | 345 | 384 Gig | T X 7O00ONVMe oo 104
SSD

c5.metal 96 375 | 192 GiB | EBS Only $4.08

cs5d.metal |96 | 375 | 192Gig | 4 X7O0NVMe 1 ¢/ ¢08

SSD

62



Savings on Spot Instance

Savings Last hour ¥

A high-level summary of your savings across all of your running and recently terminated Spot Instances.
For detailed reporting on your account-level Spot usage, visit Cost Explorer [

Spot usage and savings

1 72 512 $4.99 $1.50 70%
Spot Instances vCPU-hours Mem(GIB)-hours On-Demand total Spot total Savings
$0.0208 $0.0029
Average cost per VCPU-hour Average cost per mem(GiB)-hour
Details
i3.metal (1) 72 vCPU hours 512 mem(GiB)-hours $1.50 total 70% savings

* Spot savings are estimated savings and may differ from actual savings. This is because the savings shown on this page do not include the billing adjustments for your usage.
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Let's Go!

Creating 4,000 microVMs in 90 Seconds
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Firecracker & container [}

65



Firecracker & containerf]

https://github.com/firecracker-microvm/firecracker-containerd

container[f] to manage containers as Firecracker microVMs.
Multi-tenant hosts

OCIl image format

Work with popular orchestration frameworks

o Kubernetes and Amazon ECS

Define a future: light as container, secure as VM

66


https://github.com/firecracker-microvm/firecracker-containerd

-

[ Docker Engine ]

[ containerd

- s ~,
-
- I3 p} ~
e / . S
P / 5 “
e \
- .,
-~ e
- .,
e .

[runc ] [runc ) [ .. ][ ..

]

Same Docker Ul and commands

User interacts with the Docker Engine

Engine communicates with containerd

containerd spins up runc or other OCI
compliant runtime to run containers

OCl Image &
OCI Runtime

e containerff]
° runc

o |s a CLI tool for spawning
and running containers
according to the OClI

specification.
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OCl Image &
OCI Runtime

e Let's rotate the chart.

e containerd --> runc -->
container

68



Firecracker & containerf]

Part of stack

Container runtime

Example components

runc,

Local management

Docker,

Cluster orchestrator

Amazon ECS, Kubernetes, Mesos

69



Firecracker & container[f] Architecture (1/3)

Containerd '

\ Internal

runc - Container

/0



Firecracker & container[f] Architecture (2/3)

Container

/71



Firecracker & container[f] Architecture (3/3)

Container

/2



How to run containers

with firecracker-containerd

e Deep Dive into firecracker-containerd (re:Invent 2019, CON408)
o Jump to the sequence diagram (page 36-52)

e Demo of Extending containerd - Samuel Karp & Maksym Pavlenko,
Amazon

/3


https://speakerdeck.com/samuelkarp/deep-dive-into-firecracker-containerd-re-invent-2019-con408?slide=36
https://youtu.be/9avPJL9Zqso?t=1422

Firecracker & Open Source Projects

/74



Firecracker Integration with Open
Source Projects

e Kata Containers
e UniK
e OSv

e Weave Ignite

/5



Weave Ignite

e Open source VMM with a container UX
e Combines Firecracker microVMs with OCIl images
e Works using GitOps

ol ignite gitops <repo>

o <Fire Up Your VMs with Weave Ignite>

/76


https://www.weave.works/blog/fire-up-your-vms-with-weave-ignite

Weave Ignite

M ignite ps -a

M ignite logs <vm>

ignite ps -a
ignite logs <vm>

(M ignite stop <vm>... [flags

M ignite rm <vm>... [flags]

M ignite stop <vm>... [flags]



Who would use Firecracker?

e Teams building compute services
e Teams integrating Firecracker with container stacks

e Developers & security engineers who want to contribute

/8



Takeaways
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Q&A
&

Thank you

https://www.ernestchiang.com

@dwchiang

#CrossFieldIntegration
#TechnicalManagement

#Bluetooth @ #AWS

81
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https://twitter.com/dwchiang
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https://app.sli.do/event/yleefdig
https://app.sli.do/event/yleefdig
https://app.sli.do/event/yleefdig

Community

83



Community

e Cloud Native Taiwan User Group
o [FREYA: https://www.facebook.com/groups/cloudnative.tw

e AWS User Group Taiwan
o : https://www.facebook.com/groups/awsugtw
e Taiwan CDK Meetup
o [TININ: https://www.facebook.com/groups/cdkmeetuptw

34


https://www.facebook.com/groups/cloudnative.tw
https://www.facebook.com/groups/awsugtw
https://www.facebook.com/groups/cdkmeetuptw

Reference

85



Reference: Firecracker

o TSI e : https:/firecracker-microvm.github.io/

o S HERT: https://github.com/firecracker-
microvm/firecracker

o EEETIIEELE: https:/github.com/firecracker-
microvm/firecracker/projects/13

86


https://firecracker-microvm.github.io/
https://github.com/firecracker-microvm/firecracker
https://github.com/firecracker-microvm/firecracker/projects/13

Reference: Firecracker

o [BIRY: Firecracker: A Secure and Fast microVM for Serverless
Computing, 2019-0717, by Meena Gowdar (@meejamb) & Arun
Gupta (@arungupta)

o NN : NSDI '20 - Firecracker: Lightweight Virtualization for
Serverless Applications, 2020-02, by Marc Brooker at NSDI 20

o [ENIMGNAN: Firecracker: Lightweight Virtualization for
Serverless Applications

37


https://www.youtube.com/watch?v=PAEMGa-i2lU
https://twitter.com/meejamb
https://twitter.com/arungupta
https://www.youtube.com/watch?v=cwruf1ERAKM
https://www.usenix.org/conference/nsdi20
https://assets.amazon.science/96/c6/302e527240a3b1f86c86c3e8fc3d/firecracker-lightweight-virtualization-for-serverless-applications.pdf

Reference: Firecracker

R

- MBS Sa3is TR

o BN JZEBR4T AWS Firecracker [RI2

by =¥ 7T.

o NN: SEEERYT AWS Firecracker SEtvE - —#Em)TF S MB1T by EHF
TT.

o [YTEIT: IGNITE YOUR FIRECRACKER WORKSHOP - AWS TKO
2020

o IIMFENE): Firecracker Workshop Collections

o FEEN: Deep Dive into Firecracker Using Lightweight Virtual
Machines to Enhance the Container Security Boundary - AWS
Summit Sydney, 2019

38


https://aws.amazon.com/cn/blogs/china/deep-analysis-aws-firecracker-principle-virtualization-container-runtime-technology/
https://aws.amazon.com/cn/blogs/china/in-depth-analysis-of-aws-firecracker/
http://ignite-your-firecracker.s3.amazonaws.com/quickstart.html
https://github.com/dwchiang/firecracker-workshops
https://www.slideshare.net/AmazonWebServices/deep-dive-into-firecracker-using-lightweight-virtual-machines-to-enhance-the-container-security-boundary-aws-summit-sydney

Reference: Firecracker

© m: A demo running 4000 Firecracker microVMs

o PIFN: Firecracker Design (firecracker-microvm/firecracker)

o PFEN: Getting started (firecracker-microvm/firecracker)

o MM : Running AWS Firecracker in your localmachine, by
Abhijith PK, 2018.

39


https://github.com/firecracker-microvm/firecracker-demo
https://github.com/firecracker-microvm/firecracker/blob/master/docs/design.md
https://github.com/firecracker-microvm/firecracker/blob/master/docs/getting-started.md
https://www.youtube.com/watch?v=d6iniyArjPY

Reference: ecosystems

o IR tnse: Deep Dive into firecracker-containerd

(re:Invent 2019, CON408)
- demo script
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https://speakerdeck.com/samuelkarp/deep-dive-into-firecracker-containerd-re-invent-2019-con408
https://github.com/samuelkarp/firecracker-containerd-demo-ami/blob/main/reinvent.sh

Reference: ecosystems

0 is an open source Virtual Machine (VM) manager
with a container UX and built-in GitOps management.

o https://github.com/weaveworks/ignite

o Docs: https://ignite.readthedocs.io/en/stable/

° is an open-source versatile modular unikernel designed to run
single unmodified Linux application securely as microVM on top of
a hypervisor, when compared to traditional operating systems
which were designed for a vast range of physical machines.

o https://github.com/cloudius-systems/osv
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https://github.com/weaveworks/ignite
https://ignite.readthedocs.io/en/stable/
https://github.com/cloudius-systems/osv

Reference: ecosystems

0 is an open source project and community working
to build a standard implementation of lightweight Virtual

Machines (VMs) that feel and perform like containers, but provide
the workload isolation and security advantages of VMs.

o https://github.com/kata-containers/kata-containers
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https://github.com/kata-containers/kata-containers

Reference: ecosystems

® Crosvim

e rust-vmm

e Cloud Hypervisor
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https://github.com/dgreid/crosvm
https://github.com/rust-vmm
https://github.com/cloud-hypervisor/cloud-hypervisor

Reference: Virtualization

o [EIEMN: Linux #Z/0\5%51+ 2 EEENAE[OEE (2020-05-23) by jserv
o BEEN: Embedded Virtualization applied in Mobile Devices by
jserv, 2012.
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https://www.youtube.com/watch?v=-2Pn4B8S1EM
https://www.slideshare.net/jserv/mobile-virtualization

Reference: AWS Nitro System

e AWS Nitro System by James Hamilton (VP and Distinguished
Engineer at AWS), 2019.

o The Nitro hypervisor is built on a minimized and modified Linux
kernel, including the KVM subsystem that is responsible for
programming hardware virtualization features of the processor.
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https://perspectives.mvdirona.com/2019/02/aws-nitro-system/

Open Source at AWS

e https://aws.amazon.com/opensource/
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https://aws.amazon.com/opensource/

Firecracker design principles

e Multitenant

e Any vCPU and memory combination

e Oversubscription permissible

e Steady mutation rate: 100+ microVMs/host/sec
e Limited only by hardware resources

e Host-facing REST API

e Minimalist guest device model



